10 questions cyber-warfare
What is a DDoS attack?

A denial-of-service attack (DoS attack) or distributed denial-of-service attack (DDoS attack) is an attempt to make a service unavailable for its users. Often websites and web services are targets for a (D)DoS attack.  The attackers use their resources, often bandwidth and CPU capacity from botnets, to flood the target with useless traffic and requests.  This can result in unusually slow network performance, unavailability of a website or the inability to access any website.  In a distributed denial-of-service attack multiple computers attached to the internet attack the target at the same time. A single computer often has too few resources to bring a website or web service down; combined resources can generate huge amounts of useless traffic.
An example of a DDoS attack is the attack on scientology by a group called Anonymous. They began attacking the websites of the scientology church in January 2008. The websites of the church of scientology have been hard to reach since.
What is a botnet?

A botnet is a collection of software robots that run autonomously and automatically. They run on computers attached to the internet which are compromised by a Trojan horse, a virus or a hacker. The owners of these computers are most of the time unaware of a being part of a botnet. These computers are called Zombies.  The ‘herder’ of a botnet can uses his botnet for DDoS attacks, sending spam, click fraud, spamdexing and theft of personal or sensitive information.
A botnet can have a huge number of nodes. The has Dutch Police found a 1.5million node botnet, this indicates the incredible size a botnet can become. The combined resources of 1.5 million nodes can definitely pose a threat to almost any website/webservice. It’s hard to defend against an attack of a botnet because the computers are located all over the world so IP blocking is undoable. 
What is a firewall?

A firewall is an appliance or piece of software running on a computer that inspects all network traffic running through it. It’s often the door to the internet, placed between the inter- and intranet. Each firewall has a set of rules defined by its administrator about which traffic is allowed to go where. Some firewalls can even inspect packages on a deep level.
For example when a company wants its employees only to receive e-mail at work they can place a firewall that blocks all traffic in coming and going to the internet except for port 21. The most secure practice is to block everything at first and only open the ports that you really need to use. 
What are the three aspects of security?
Security is based on 3 aspects: people, systems and procedures.  They all need to be ordered and in place to become secure.  It’s often said that the weakest link in any security are the people. Attackers could use social engineering tactics to intrude an organization. Also employees who have knowledge about a system can use this knowledge against an organization. For example a system engineer of a bank who knows all the passwords could inflict serious damage to the system. In order to handle these critical situations procedures should be in place to guide people on which actions to take. People make worse decisions under stress so procedures should guide them. The systems provide the first line of security like firewalls, proxies and intrusion detection software.
Which kind people are involved in cyber-warfare?
The core people involved in cyber-warfare are the security experts. These are not the system administrators but the people who design en develop firewalls and other security measures. They have an expert understanding of computer networks and operating systems. These are the people that can repair security holes and are the defenders.

On the other side we have the people who expose and exploit security holes; they also have expert knowledge in the field of networks and operating systems. They’re often called hackers or crackers and are the attackers.
System programmers combine the knowledge from both sides to develop and improve software systems in the most secure way. New holes always keep coming up so they continuously have to update software.

What kind of damage can a cyber-attack do?

A cyber-attack can inflict both direct and indirect damages. Directly it can break and disturb computer systems. Websites or services can be blocked by DDoS attacks. If they manage to successfully DDoS popular sites like Yahoo or Ebay the economical damage can be high for those companies. DDoS can also be used to cut communication, for example in a war news sites could be forced offline this way.

Hackers can infiltrate computer systems and steal valuable information. In warfare information about the enemy is extremely valuable. This knowledge can be used for their own advantage. 

The internet can also be used to spread propaganda to anyone. By putting misleading information online people can be influenced to take sides. Also the financial markets are extremely sensitive to any kind of new information so if a fake rumor gets spread this could result to changes in the stock markets.

Critical infrastructures van be attacked like power grids or water supplies. If a power plant gets shut down this will result in giant economical losses and indirect in injuries and deaths.

What is Cyber-crime?

A Cyber-crime is a crime in which a computer or network is an essential part of the crime. Examples of cyber-crimes are:
· Spamming

· Distribution of copy right material

· DDoS attacks

· Obtaining unauthorized access to a computer system

· Spreading malicious software like Trojan horses or viruses

· Hacking

· Phising

· Digital espionage

Each country has its own definition of cyber-crime but these are the most common cyber crimes.

What are the standard preventive security measures against a cyber attack?
Since the internet boom security is a growing concern.  Software developers got more an d more aware of the security threats posed upon their software systems. They began to implement development and testing practices to make their code more and more secure. Unfortunately there is no such thing as 100% secure. Hackers keep finding new ways to exploit a system but because of the better quality of code the bar has been raised.

On a system and network level various appliances and software has been developed to prevent intrusion and attacks. Firewalls form the front line of defense against unwanted connections; other systems like Intrusion Detection Systems examine web traffic on a deeper level. Virus scanners and malware removers scan computers for malicious software and remove them. Most critical systems are not connected to the internet to prevent attacks from the outside.
Authentication methods are developed to identify the person accessing a system. These have evolved over the years and are becoming stronger. The human element can be a weakness here.
What is Information warfare?
Information warfare is the use and management of information in pursuit of a competitive advantage over an opponent. In a war information about the opponent can give you a huge advantage, as proven by the Mongols and Hannibal. Information warfare may involve collection of tactical information, assurance that one's own information is valid, spreading of propaganda or disinformation to demoralize the enemy and the public, undermining the quality of opposing force information and denial of information collection opportunities to opposing forces.

An example is the Gulf war in 1991. Dutch hackers stole valuable information about the U.S. troops movements from the U.S. department of defense’s computers. They tried to sell it to the Iraqis but they thought it was a hoax and didn’t buy it. 
What is Cyber-space?

Cyber-space is the domain characterized by the use of electronics and the electromagnetic spectrum to store, modify, and exchange data via networked systems and associated physical infrastructures. Internet is a part of Cyber-space, everything that happens on the internet happens in Cyber-space. But not only the internet is cyber space, an analog telephone call between two sides also happens in cyber-space. It’s not a physical space.
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